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Administrators, more technically savvy than their managers, have started to secure the networks in

a way they see as appropriate. When management catches up to the notion that security is

important, system administrators have already altered the goals and business practices. Although

they may be grateful to these people for keeping the network secure, their efforts do not account for

all assets and business requirements Finally, someone decides it is time to write a security policy.

Management is told of the necessity of the policy document, and they support its development. A

manager or administrator is assigned to the task and told to come up with something, and fast!

Once security policies are written, they must be treated as living documents. As technology and

business requirements change, the policy must be updated to reflect the new environment--at least

one review per year. Additionally, policies must include provisions for security awareness and

enforcement while not impeding corporate goals. This book serves as a guide to writing and

maintaining these all-important security policies.
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Security policies are not security, and will not provide any protection. However, as the well-known

formulation has it: security is a process. An organization does not "have" security, rather they

participate in the process of security. Barnum explains that security policies are a component of the

planning aspect of the security process, and as such can provide three advantages. The first is to

insure security interoperability across an organization. The second advantage is the visibility given



to the policy by management's participation in it, which provides a greater impetus for

implementation. The third is to mitigate liability, presumably by the legal value of the policy, and the

advantages to security that a policy-driven approach proves. Another reason mentioned is that for

some organizations, policy documentation is needed for iso900x compliance. Unstated is the

assumption that a security policy might result in greater security. After all, even with all the other

purported advantages, a security policy is presumptively about making security better.At 216 pages,

"Writing Information Security Policies" seems just the right size to touch all the bases, but not

enough for a home run in the subject area. Good worklike effort, but the diversity of subject matter,

and a lack of focus and internal theoretical structure robs the work of providing insightful

organizational direction, though it still pays dividends, and is ultimately very worth reading.The book

is divided into three sections. The first is titled "Starting the policy process," and includes such

issues as policy needs and roles and responsibilities in the policy process. The second section is

writing the security policies in the topical areas.

What makes this book an important addition to the IT security body of knowledge is that it makes a

case for, and shows how to, create and implement IT security policies in small-to-medium

enterprises.The book itself is a short, somewhat superficial, treatment of IT security policies. It has

strengths and weaknesses:STRENGTHS: It makes a compelling business case for having IT

security policies, then leads you through the creation of the more common ones. This material is

augmented by the book's accompanying web site that provides all of the sample policies in

Appendix C in HTML format (most modern word processing programs, such as MS Word can

convert this to their native format without losing any of the embedded styles). Note that the URL

given in the book has changed, but it is still active and automatically redirects you to the new URL.In

addition, the book touches on important topics that you may not think of if you're attempting to

develop policies on your own. For example, intellectual property rights, law enforcement issues and

forensics. These are touched upon, but will raise your awareness of their

importance.WEAKNESSES: The actual development and maintenance of policies is almost an

afterthought. Moreover, I thought that a structured approach to threat and vulnerability assessments

should have been covered (to be fair, the author discusses major threats on practically every page).

I also felt that the policies should have been linked to processes, which is the hallmark of a well

written policy, and the importance of clearly defining roles and responsibilities should have been

highlighted. I recommend that readers also get a copy of Steve Pages " Achieving 100%

Compliance of Policies and Procedures" (ISBN 1929065493) to supplement this book.
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